conflict of interest or other reason for non-representation, the lawyer should advise the

prospective client or decline the representation.'’

(c) Supervision

Like LO, the VLF raises concerns about supervision. Such concerns, for example,
include: how staff in remote locations are supervised: whether the level of supervision
is adequate: and how firms supervise non-lawyer service providers e.g. web

developers or designers.

Given the fluid nature of the alternative business structure offered by VLFs. it is no
surprise that they also pose a raft of new practice management issues. While VLFs
allow individual legal practitioners and non-lawyers to work from any location, the
level of supervision possible, simply by virtue of physical proximity, is circumvented.
Indeed, in VLFs the ‘lack of physical proximity and sporadic work arrangements may
create firms with more attenuated relationships among lawyers who service the firm’s
clients, making supervision of work, communication among lawyers and the
assurance of competent client representation more difficult’."*® Therefore, it is crucial
for managers and supervising legal practitioners in VLFs to ensure appropriate
procedures and systems are established so that professional and ethical obligations are
met. One approach suggests that ad hoc teams with a ‘horizontal pattern of

information flow and supervision’ could be utilised as a method of restructuring law

"7 ABA Commission of Ethics 20/20 (201 1¢), lines 79-85.
“¥ Levin (2001), p 871.





















be hacked into, corrupted or information stolen. A hacker impersonating a legal
practitioner and providing legal advice to clients, for example, is conceivable in
practice today. Lawyer-operated blogs and discussion forums pose similar security

concerns. Breaches in security can lead to breaches of confidentiality.

Confidential client information may also be unwittingly revealed and broadcast
throughout social media networks. For example, a lawyer may intentionally say
something on a social media network, believing this statement will only have a
limited audience but the information is circulated more broadly. Similarly, a lawyer,
may say something intentionally on a social media network, believing it has been
sufficiently sanitised to remove any personally identifiable information, but it has not.
The very existence of a ‘friendship’ link on Facebook might reveal the existence of a
lawyer-client relationship with an existing client. Moreover, geographical social
media tools such as Foursquare mean that a lawyer’s movements and hence business
dealings may be inferred despite a client wishing to maintain the confidentiality of

this relationship.

(b) Inadvertent lawyer-client relationship

Law firms with an online presence may risk the creation of unintended client

engagement.

There are three common scenarios in which the use of social media can create such

inadvertent professiomal relationships. First, a law firm may have a website that

contains a ‘contact us’ page and invites web browsers (potential clients) to complete a
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It is also noteworthy that the vast majority of law school students today are engaged in
social media in some form.'” What are the implications of this as law students
graduate and enter the ranks of practising lawyers and eventually take up positions as

judges, Attorney-Generals and Parliamentarians?

(iv)  Other General Regulatory Concerns

In addition to the ethical and professional concerns canvassed above, there are a
myriad of other concerns around the use by the legal profession of LO, VLFs, SMNS,
and advanced technologies more generally. The threat to effective communication in
legal practice, for example, is an overarching issue of concern for legal regulators.
Communication is central to the lawyer-client relationship. Traditionally face-to-face
communication between lawyer and client has been key to formation of a professional
relationship and to the provision of legal advice. Modern technology has
revolutionised modes of communication including for the lawyer-client and the

delivery of legal services.

A lawyer’s failure to effectively communicate with clients has been noted as an

element in a majority of the complaints dealt with by the OLSC in NSW.'"® These

' In 2010 The Australian Communications and Media Authority published a communications report

entitled ‘Australia in the digital economy: The shift to the online environment’. The findings presented
demonstrated that 85 per cent of persons 14 years and over accessed social networking sites such as
Facebook during June 2010, and Facebook accounted for 81 per cent of the total time spent on social
netwroking/UGC sites identified during June 2010, pp 20, 27
http://'www.acma.gov.au/webwr/_assets/main/lib310665/report_l-aust_in_the digital economy.pdf.
"*The Office of the Legal Services Commissioner (‘OLSC’) receives complaints about

solicitors and barristers in NSW. The OLSC works as part of a co-regulatory system,

together with the Law Society of NSW (professional body for solicitors) and the NSW
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discussion to ensure a common understanding of the issues that currently face
themarketplace. Importantly, there is a need for lawyers and the broader community
to understand that the new technologies and modes of delivering legal services present
new risks compared to traditional modes of legal practice and may, in some respects,
fundamentally alter the nature of the lawyer-client relationship. On the other hand,
globalisation, advances in technology and e-spaces present enhanced opportunities for
improved access to justice through the delivery of quick, cheap and high quality legal

services.

In this section of the paper we make recommendations for future regulatory directions
in Australia and contemplate the types of initiatives needed to effectively regulate
legal practices in Australia in an e-based marketplace. We make specific
recommendations in the three areas identified and discussed above as areas of notable
concern - confidentiality and security, conflicts of interest, and supervision of legal

work.

(i) Confidentiality and security

This paper has demonstrated that the use of new technologies by legal practices
engender an array of potential threats to the security and confidentiality of client
information and communications. In the case of legal outsourcing the threat to
security and confidentiality derives primarily from the fact that outsourcing
arrangements typically involve a law firm employing a third party to undertake
nominated tasks on the firm’s behalf. This third party. who may or may not be a

lawyer, is entrusted with confidential client information. Similarly. a threat to security



and confidentiality may arise in the context of VLFs and social media networking
channels because information is entrusted to a third party host or cloud provider who
also may or may not be a lawyer. Undertaking legal work through these modes of
service delivery raises concerns because the ethical and professional obligations of
third parties such as LO and data hosting providers are usually not tantamount to
those of lawyers. Consequently client confidentiality and other client interests may
more readily be compromised if proper mechanisms are not conceived and
implemented to ensure that client interests are protected, subservient only to the
lawyers primary duty to the Court and the interests of the administration of justice.
This necessitates that legal professional responsibilities and duties be recognised as
non-delegable to third parties i.e. lawyers remain liable for professional duties and

standards despite delegating work to others.

The use by lawyers of third parties to complete legal work clearly challenges the
traditional duties of confidentiality owed by a legal practitioner to the client. The
current conduct rules in NSW, for example, stipulate that a legal practitioner must not
disclose confidential information to anyone who is not a partner or employee of the
practitioner's firm,without client consent. Rule 2.1 of the NSW Solicitors” Rules as
presently drafted. does not impose the same obligation of confidentiality on any other
person. Thus Solicitor Rule 2.1 does not create an obligation on a third party.
particularly a non-lawyer, to maintain client confidences. The absence in NSW and
elsewhere in Australia of a specific rule relating to the duties of third parties
undertaking legal work, where confidential information has been entrusted to them by
a lawyer, prompts us to ask what kind of measures are necessary to protect

confidential information from possible third party breaches? Do we need a new rule or


















checking system for VLFs, firms utilising general email technology and other
technologies not specifically tailored for legal practices may lack any conflict

checking systems.

Given the limitations of current legal professional rules in Australia that deal with
conflicts of interests we must ask whether and how Australian regulators should

address such concerns.

In response we again turn to overseas research and initiatives. The ABA Commission
has proposed amendment to the Model Rules extending the provisions on conflicts
screening to embrace technology. To this end, the ABA Commission has proposed
that the Commentary to the definition of ‘screening’in Model Rule 1.0 be amended to
make clear that when a screen is put in place, the screen applies to ‘information’ that
is in electronic. as well as tangible in form, rather than just to ‘materials.” This
proposed amendment. although slight seems effective. The amendment serves to
remind legal practices that they are not practising in a world reliant only on the
exchange of tangible material. The proposed ABA amendment is educative —
highlighting to practitioners that all information must be protected and screened, even
information that is electronic. The question that arises for us, however, is whether this

proposed amendment is sufficient?

In the UK no proposed amendments have been made to rules or guidelines to deal
specifically with conflicts of interest. The UK has taken a broad approach, requiring
firms entering outsourcing arrangements to assess certain factors including the risks

and impact of such an arrangement on the client. In the UK law firms outsourcing
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work must not compromise their independence and integrity or do anything that
would place them in breach of their professional Code. This invariably includes
avoiding conflicts of interests. Thus the regulatory approach adopted in the UK in this

area, is again seemingly more restrictive than that taken in the US.

(iii) Supervision

Australian regulators must squarely address the issue of supervision in legal practice,
particularly within the context of practices operating in cyberspace and across national
and international borders. Law practices must recognise that supervision in legal work
extends throughout the retainer and must be effectively implemented and managed at
all stages and in all facets of legal work undertaken for the client, including decisions
in furtherance of how best to complete the work. Supervisory duties of the legal
practice include appropriate supervision of all staff (lawyer and non-lawyer) within
the law firm and also of work outsourced on behalf of the client to third parties

(lawyer and non-lawyer) outside the firm.

In the US the ABA Committee on Ethics and Professional Responsibility in Formal
Opinion 08-451 opined that a client does not need to be informed of the decision by
the law firm to retain a temporary lawyer if the relationship between the firm and the
temporary lawyer involves ‘a high degree of supervision and control’ and the
temporary lawyer is ‘tantamount to an employee, subject to discipline or even firing
for misconduct.”*'However, the Committee has indicated that such a relationship

would be unlikely in an outsourcing relationship. The Committee therefore concluded

"*'Expanding on Formal Opinion 88-356.
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that under Model Rule 1.6 client consent should be sought before confidential
information is provided to a LO provider. There is no reason to suppose that Rule 2.1
of the NSW Solicitors’ Rules suggests a different or perhaps even more relaxed

approach.

Assuming client consent for disclosure of confidential information to a LO provider,
the lawyer assumes responsibility in ensuring the LO provider maintains such
confidentiality and consequently liability for any consequent breach. This follows
from the fact that a client’s consent would ordinarily be impliedly limited to consent
for the specific purpose of providing the outsourced service; it would rarely be an
absolute waiver. This is consistent with the duty of confidentiality sourced in equity,
an element of which is that the purportedly confidential communication was for a

limited purpose.'®

In the US, ABA Model Rule 5.3 provides that a ‘lawyer shall be responsible for
conduct of [a non-lawyer] that would be a violation of the Rules of Professional

, . 5 . 2 183rg. »
Conduct if engaged in by a lawyer’ in certain circumstances.'*This rule has been

'S Interfirm Comparison (Aust) Pty Ltd v Law Society of New South Wales [1975] 2 NSWLR 104.

' The rule provides that lawyers who possess ‘managerial authority” or ‘direct supervisory authority’
over non-lawyers must ensure that the conduct of the non-lawyer is compatible with the ‘professional
obligations of the lawyer” as the lawyer will bear responsibility for any violation of the Professional
Conduct rules if they are considered to have ratified the violatory conduct in question, or have failed to
mitigate the conduct at a time when its consequences could have been avoided. Therefore lawyers must
ensure that non-lawyers have been given appropriate instructions and adequate supervision, as well as
ensuring appropriate in-house policies and procedures have been implemented to ensure non-lawyers
comply with the professional conduct rules.
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interpreted as applying to non-lawyer assistants within and outside the firm."

Paragraph (a) of the Rule requires partners or equivalent managing lawyers in the firm
to ‘make reasonable efforts to ensure that the firm has in effect measures giving
reasonable assurance that the person’s conduct is compatible with the professional
obligations of the lawyer.” Furthermore, paragraph (c) imposes liability on the lawyer
for the conduct of the non-lawyer ratified by the lawyer. Accordingly, a law firm that
engages a LO provider to undertake work subsequently used by the firm in a client’s
case accepts professional responsibility for the conduct of the LO provider in

producing this work.

As discussed above, proposed amendments to the ABA rules focus on establishing a
threshold of diligence when lawyers are considering retaining LO services; that is,
they provide considerations for the lawyer precedent to sending work to the LO. The
discussion in the report accompanying the Initial Draft Proposal makes clear that the
ABA Commission considers that where a law firm is responsible for selecting the LO
provider (as opposed to a client requesting that the firm retain the services of a
particular LO) then the firm ‘would have [the] responsibility’ to monitor the LO
service i.e. the firm would have ‘a duty to remain aware of how the [LO provider] is

L < o o83
performing its services

As the law firm has a responsibility to ‘make reasonable
efforts to ensure that the [outsourced] services are provided in a manner that is

compatible with the lawyer’s professional obligations,” the standard of competence

and diligence in Model Rule 1.1 is effectively extended to the work performed by the

't American Bar Association, ‘Rule 5.3 Responsibilities Regarding Nonlawyer Assistants — Comment’

http://www.americanbar.org/groups/professional_responsibility/publications/model rules_of professio
nal_conduct/rule_5 3 responsibilities regarding nonlawyer assistant/comment _on_rule 5 3.html.

'>ABA (2011a), Report p 7.
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LO provider with the responsibility for meeting this standard attributed to the

retaining law firm.

Arguably, however, even where a client requests that a law firm retains the services of
a particular LO provider, the firm continues to have a professional responsibility to
monitor and supervise how the outsourcing work is being undertaken. This flows from
the fact that legal professional responsibilities and duties can not be delegated by a
lawyer to a third party lawyer or non-lawyer. If concerns arise in the course of the
outsourcing arrangement, the duty of the lawyer is to alert the client and advise
accordingly. In some instances the lawyer’s advice may well be that the arrangement
with the LO provider should be terminated. If the client refuses to heed this advice the

lawyer may have “just cause’ for termination of the retainer with the client.

This paper has argued that increasing use of diverse modes of practice and
technology by the legal profession cannot be ignored. Technology has been
embraced by the marketplace and is here to stay. Regulators must acknowledge that
technology is a fundamental part of contemporary legal practice and must encourage,
support and guide its appropriate use. Placing new regulatory burdens on the
profession because of threats to security and confidentiality in the use of new
technologies is not an appropriate approach. Rather we suggest that a progressive
regulatory framework be developed in Australia that encourages the legal profession
to use these new technologies in a responsible, positive and supportive environment.

At present there is no such framework or even recognition of the need for such.
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In attempting to formulate a workable framework for the ethical use of new
technologies in Australian legal practices, it is necessary to use, as a starting point,
the approach adopted by regulators in Australia in responding to other recent
changes in the legal services marketplace. Most notable is the regulatory response to

the advent of incorporated legal practices (ILPs).

[n July 2001, NSW became the first jurisdiction in Australia (and indeed in the
common law world) to permit law firms to incorporate, share receipts and provide
legal services alongside other legal service providers including non-legal
practitioners.'® Not unexpectedly, extensive debate ensued on the ethical and
professional implications of allowing law firms to become alternative business
structures (ABSs).'"®’A primary concern was whether and how the legal profession
would maintain its ethical responsibilities and professional duties in the face of
commercial pressures.'® Noting these concerns, regulators in NSW devised a

comprehensive framework designed to encourage ethical practices before profit.

Pursuant to the 2001 legislation ILPs are required to implement and maintain
‘appropriate management systems’ to enable the provision of legal services in
accordance with the professional obligations of legal practitioners. ‘Appropriate
management systems’is not defined in the legislation accordingly the OLSC together
with the Law Society, the College of Law, the practising profession and LawCover

(the PI insurer in NSW) have defined a set of objectives criteria to ascertain whether

"% The Legal Profession (Incorporated Legal Practices) Act 2000 (the Act) and the Legal Profession
(Incorporated Legal Practices) Regulations 2001 (the Regulations) entered into force on 1 July 2001.
"*"MacEwen, Regan & Ribstein (2007); Regan (2007)

"% Mark & Gordon (2009).
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In relation to each of the proposed guidelines we recommend that a statement be
included, which outlines the professional and ethical obligations of lawyers and in
particular addresses the duties of a legal practitioner. We recommend that the
guidelines emphasise that the primary duty of a legal practitioner is to the Court and
that duties to the client are secondary. Moreover, we suggest that the guidelines
make clear that a lawyer’s core professional responsibilities and duties cannot be
delegated to third parties resulting in transferance of legal professional liability from

lawyer to that other.

In addition to these guidelines we also recommend that guidelines be drafted on the
use of SMNS. We believe that the legal profession in Australia would specifically
benefit from guidance on how to avoid creating inadvertent client relationships in the

new e-based landscape.

CONCLUSION

The Australian legal profession has embraced modern technologies and has sought to
capitalise on the opportunities offeredby new e-spaces in delivery of legal services.
The profession must, however, be fully cognisant of the potential impact of such
technologies on core dimensions of legal practice and legal professionalism and must
in adopting and adapting new technologies to the delivery of legal services ensure that
client-communication is not unduly comprised, client confidentiality is preserved,
conflicts of interest are eschewed and that all legal work is appropriately supervised to
a standard consistent with the level of skill, diligence and competence expected of a

legal professional.
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To this end. as we have argued, regulators in Australia must take a leadership role in
formulating appropriate educative guidelines for the profession. These guidelines
must be developed in conjunction with the profession and key stakeholders and must

reflect the rapid and continual changes seen in the legal services marketplace.

The legal services marketplace in Australia is about to face unprecedented legislative
change. In the next 18 months, legal practitioners in Australia will be practicing under
a different set of rules and regulations.'®> These new proposed rules and regulations,
formally known as the Legal Profession National Law, have been designed to apply
nationally and will be supported by a series of guidelines.'”® The proposed rules and
regulations are principles-based rather than proscriptive and emphasise ethical duties
and conduct."”’ In conjunction with the proposed Legal Profession National Law we
will have a new set of conduct rules for the profession that also enhances the
professional responsibilties of legal practitioners and focuses on ethics.'”® This
national regime will allow regulators in those jurisdictions that adopt the legislation to
work with the profession rather than against them in entrenching an ethical culture

and promoting professionalism, while reducing complaints.

' See the webpage of the Attorney-General’s Department on the National Legal Profession Reform at

http://www.ag.gov.au/legalprofession.
" A copy of the proposed National Law can be found at the webpage of the Attorney-General’s
Departmml on the National Legal Profession Reform at http://www.ag.gov.au/legalprofession.

7 Under the draft National Laws, as they presently stand, all legal practitioners will have enhanced
professional responsibilities. These enhanced professional responsibilities are found in the definition of
‘professional obligations’ in Part 1.2 of the National Laws. According to the National Laws
‘professional obligations” include (d) Ethical standards required to be observed by the practitioner. This
is the first time a provision of this nature has been included in legislation concerning the legal
profession,

" The draft Australian Solicitors Conduct Rules, as they are presently known, state that the purpose of
the rules is to assist practitioners to act ethically and in accordance with the principles of professional
conduct established by the common law and the rules.
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The regulatory framework we have recommended in this paper is compatible with the
parameters of the proposed Legal Profession National Law. The guidelines we are
recommending should, like the national regime, ‘be principles-based and be
designed to encourage legal practitioners in Australia to explore the benefits that new
technologies can offer with little regulatory burdens. Moreover, we recommend that
such guidelines should seek to inform and educate the legal profession in Australia
about the ethical implications and challenges raised by the new technologies and how
these challenges can effectively be managed. The opportunity to draft these guidelines

1S NOW.
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